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1	Decision/action requested
This contribution proposes a conclusion for KI #2 
2	References
[1]	TR 33.809 v.0.16.0	“Study on 5G Security Enhancement against False Base Stations (FBS)”
3	Rationale
SA3 has studied system information protection and discussed various solutions. While signature-based solutions can prevent attackers from generating a valid signature on system information unless the signing key(s) is compromised, the signature-based solutions still have unresolved issues. 
· They cannot prevent DoS attacks and introduce a new type of DoS attack while the SIB protection is mainly intended to prevent DoS to the UEs.
· They cannot prevent replay attacks, hence a FBS can still attract UEs to camp on itself by replaying the valid SIBs (i.e., UEs cannot detect FBS based on the signature)
· Feasibility of each solution is unclear due to lack of details and unresolved issues, e.g., key management, complexity, UE behavior, and so on
· The solutions are not effective unless all networks are upgraded to support the signature scheme as legacy gNBs would still broadcast unprotected SIBs. 
Considering the above issues, introducing a signature scheme(s) for system information protection in the 5G system cannot be justified. Therefore, it is proposed that no normative work is required for the protection of the system information. 

4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.809 [1].
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Following conclusions are made on Key Issue #2 " Security protection of system information":
-	It is concluded that no normative work is required for the protection of the system information.
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